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Yka3 Ilpe3ugenta P® ot 1 mas 2022 r. N 250 "O qonmotHUTEJIBbHBIX MepPax Mo o0ecrne4eHuro
uHopmanuonHoi 6esonacioctu Poccuiickoit Penepauuu’’

B mensx mMOBBIMIEHUS yCTOMYMBOCTH M 0€30MaCHOCTH (PYHKIMOHWUPOBAHHS HH(POPMAITMOHHBIX
pecypcoB Poccuiickoii denepaiiiyu mOCTaHOBIISIO:

1. PykoBoauTensM ¢enepalbHbIX OPraHOB HMCHOJIHHUTENBHOM BIIACTH, BBICIIMX HCHOIHUTENbHBIX
OpraHoB TrocyJapCcTBEHHOM BiacTu cyObekToB Poccuiickoii ®exnepanuu, rocyaapCTBEHHBIX (OHIOB,
rOCyJapCTBEHHbIX KOpHopauuid (KOMMaHUM) M MHBIX OpraHu3alMi, CO3AaHHBIX Ha OCHOBaHWUHU
(enepanbHBIX 3aKOHOB, CTPATEIMYECKUX TMPENNpPUATHIH, CTPATETHUECKHX AaKIMOHEPHBIX OOIIECTB U
CHCTEMOOOpa3yIOIIUX OpraHu3alMi  pPOCCUHCKOW HSKOHOMMKH, IOPUIAMYECKHX JIML,  SBJISIOIIUXCS
CyOBeKTaMU KpUTHYECKON MH(pOpManoHHON MH(pacTpykTypsl Poccuiickoit @enepaunn (nanee - opraHsl
(opranusanun):

a) BO3JIOXKHUTh HAa 3aMECTUTENs] pPYKOBOAWUTENs oOpraHa (OpraHu3allud) IOJHOMOYMS IO
oOecrieyeHnI0 UH()OPMAIIMOHHON O€30MacHOCTH OopraHa (OpraHu3aliu), B TOM YHCIE [0 OOHApYKEHHIO,
OPEeIyNpexaACHUI0 M JIMKBUJALUWU TOCIHEACTBUM KOMIIBIOTEPHBIX AaTak W pearupoBaHUI0 Ha
KOMITbIOTEPHbIE MHLUACHTHI;

0) co3mark B oprane (OpraHU3alyu) CTPYKTypHOE MOpa3elieHHue, OCYIECTBISoNee PYHKIUU TI0
obecrieueHn0 WHHOPMAITMOHHOM O€30MacHOCTH opraHa (OpraHu3aliu), B TOM YHCIE TI0 OOHAPYKEHHIO,
OPEIYNpPeXKACHUI0 ¥ JUKBUIALMU  TOCIEACTBUHA  KOMITBIOTEPHBIX aTaKk M pearupoBaHUI0 HA
KOMITBIOTEPHBIC HWHIMICHTHI, JMOO BO3JOXHUTH JaHHBIE (QYHKIMH Ha CYMIECTBYIOIIEE CTPYKTYpHOE
HOJpa3IelICHUE;

B) TNpPUHUMATh B Ciyyae HEOOXOJAMMOCTH pEIICHHS O TMPHUBJICYCHUH OpraHu3aluii K
OCYIIECTBJICHUIO MEPONpHUATHH 1o  obecrieueHHI0  HMHPOpPMAMOHHOW  0€30macHOCTHM  OpraHa
(opranuzanun). Ilpu 3TOM MOryT NpUBIEKATbCA UCKIIOUUTENBHO OpraHU3alliU, MUMEIOIIUE JUIEH3UN Ha
OCYILECTBIICHHUE JESITEIHHOCTH MO TEXHUYECKOH 3aluTe KOHPHUICHIMATBHON HH(OpMAIHH;

I) MNpUHMMAaTh B Cllydyae HEOOXOJMMOCTH pELICHHs O MPHUBJICYEHUH OpraHu3alud K
OCYILIECTBJICHUIO MEPONPUATUII O OOHApYKEHUIO, MPEeIyNPEeKICHUI0O W JIMKBHIALMHM MOCIEICTBHUMA
KOMIIBIOTEPHBIX aTaK M PEarupoOBaHUIO HAa KOMIIbIOTEpHBbIE MHLIUIACHTHI. [Ipyu 3TOM MOTYT HpHBIEKaThCA
UCKJIIOUUTENFHO OpraHU3alliy, SBISIONMECS aKKPEAUTOBAHHBIMU LIEHTPAMHU TOCYAAPCTBEHHOW CHCTEMBI
OOHapy KeHUs, TPeAYNPEKIACHHUS U TUKBUIAUH TTOCIEACTBUN KOMITBIOTEPHBIX aTaKk Ha HH(POPMAIIMOHHbIE
pecypebl Poccuiickoit @enepaiuy, 3a HCKIIIOUYEHUEM CiIydasi, IPeyCMOTPEHHOTO MOAMYHKTOM "0" MmyHKTa
5 HacTosIIEeTro YKasa;

n) o0ecrmeynBaTh JOJKHOCTHBIM JIMLAM OpraHoB (emepainbHONl CciyxObl  0€30MacHOCTH
OeCnpensITCTBEHHBIN 10CTyn (B TOM YHKCIIC YAAJCHHBIN) K MPUHAUICKANIAM OpraHaM (OpTaHH3aIlUsIM)
au00 UCHONb3yeMbIM MMM HWH(POPMALMOHHBIM pecypcaM, JOCTyl K KOTOPbIM 00ecrednBaeTCs
MOCPEACTBOM HCITOJIB30BaHUS WH(OPMAIMOHHO-TSIIEKOMMYHHUKAITMOHHON cetrn "MHTepHeT", B MemsIx
OCYIIECTBIEHHsS] MOHUTOPHHIA, IPEAYCMOTPEHHOIO MOJIIYHKTOM "B" MyHKTa 5 HACTOSIIEr0 YKa3a, a TaKkkKe
oOecrieynBaTh HCIOJHEHUE YKa3aHUH, JaHHBIX oOpraHamu (QeaepaspHON CIIy:KObl 0€30MacHOCTH TI0
pe3ysbTaTaM Takoro MOHUTOPUHTA;

€) obecreunBaTh HE3aMEUIUTENBHYI0 pPEaTM3alldi0 OpPraHU3ALMOHHBIX M TEXHHYECKUX Mep,
pelieHusT O HEOOXOJMMOCTH OCYIICCTBICHUS KOTOPBIX TpuHUMarTcss DenepanbHON  Ciryxk00id
6e3onacHocTH Poccuiickoit @enepannu u DenepalbHON CIyKOOHW MO TEXHHMYECKOMY M IKCTIOPTHOMY
KOHTPOJIO B Ipefenax WX KOMIETEHIMM U HalpaBisIOTCd Ha pPErysipHOM OCHOBE B OpIaHbI
(opraHusaiym) ¢ y4eToM MEHSIOUINXCS YTpo3 B HHPOPMaLlMOHHOM cdepe.

2. Bo3n0XuTh Ha PYKOBOJIUTENEH OpraHoB (OpraHu3aluii) MEepCOHAIBHYIO OTBETCTBEHHOCTH 3a
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obecrnieueHre HHHOPMAITMOHHON 0€30MaCHOCTH COOTBETCTBYIOIIMX OPTAaHOB (OpPTaHU3AINN ).

3. IlpaButenbctBy Poccuiickoi denepanuu B MECSIUHBIN CPOK:

a) yTBEpUTH:

TUIIOBOE TOJIOKEHHUE O 3aMECTHTeNle PYKOBOJAWTENS OpraHa (OpraHu3alliu), OTBETCTBEHHOIO 3a
obecrnieueHre nHGOPMAIMOHHON O6€30MacCHOCTH OpraHa (OpraHHU3aIlHHt);

TUIIOBOE TOJIOKEHHE O CTPYKTYPHOM MOJpa3JeIeHUH OpraHa (OpraHu3aluu), 00ecrneunBaroneM
nH()OpMAITMOHHYIO 0€30MaCHOCTh OpTraHa (OpraHu3aIum);

0) ompenenuTh MepeueHb KIYEBBIX OPTaHOB (OpPTaHU3aIINIi), KOTOPHIM HEOOXOUMO OCYIIECTBUTh
MEPOTIPUATHSI TI0 OIEHKE YPOBHS 3aIIUIIEHHOCTH CBOMX WH(OPMAIIMOHHBIX CHUCTEM C MPHUBJICYCHHEM
OpraHu3aIii, UMEIOIINX COOTBETCTBYIONIUE IHIICH3UN DenepabHON CIy)Obl Oe30macHOCTH Poccuiickoit
Oeneparun 1 OenepanbHOI C1yKObI 0 TEXHUYECKOMY U 9KCIIOPTHOMY KOHTPOJIIO.

4. Opranam (OpraHm3aiysM), BKJIIOYCHHBIM B TI€PEUCHb, OIPEACICHHBIH B COOTBETCTBUHU C
NOANYHKTOM "0" myHKTa 3 HacTosmero YKasza, OCYIIECTBUTh MEPONPUATHSA IO OLEHKE YPOBHA
3aIIUIICHHOCTH CBOMX HMH(DOpPMANMOHHBIX cucteM W A0 1 wronms 2022 r. mpeACTaBUTH JOKIAL B
[IpaBuTtenscTBO Poccuiickoit denepanuu.

5. @enepanbHoii ciyx0e 6e3onacHocTH Poccuiickoit deneparyu:

a) OpraHu3oBaTh AKKPEOUTALMIO IIEHTPOB  TIOCYAAPCTBEHHOW CHUCTEMBl  OOHapy>KEeHHUS,
NpenynpexaeHus U JHUKBUAAIMU TOCIEACTBUNA KOMITBIOTEPHBIX aTak Ha WH(GOPMAIMOHHBIE PECypChl
Poccuiickoit ®enepannu;

0) ompenenuTh MNEPEXONHBIM MEpPHOJ, B TEUEHHE KOTOPOro JOMYCKaeTCs OCYLIECTBISATh
MEPOTIPUSTHS 110 O0HAPYKEHUIO, TPEIYTPEKICHUIO U IMKBUAALUN TOCIEICTBUNA KOMIMBIOTEPHBIX aTak U
pearupoBaHUI0 HAa KOMIBIOTEPHBIE HMHIIMICHTHI B HWHTEpEcax OpPraHoB (OpraHU3alMil) HA OCHOBAaHUU
3akmoueHHBIX ¢ DenmepanbHOil cimyx0oit Oe3omacHoctn Poccuiickort ®eneparuu  (HanmnonansHBIM
KOOPJIMHALIMOHHBIM [IEHTPOM IO KOMIIBIOTEPHBIM MHIMACHTAM) COTJIAIIEHUH O COTPYJIHUYECTBE
(B3auMojielicTBUM) B 00JacTH OOHApPYKEHUsS, TPEAYNPSKICHUS ¢ JIMKBUIAINH  ITOCICICTBUI
KOMIIBIOTEPHBIX aTaK U PearupoBaHusl HA KOMITbIOTEPHbIE UHIIUCHTHI;

B) OMpEACIUTh TMOPSAAOK OCYIIECTBICHHUS MOHUTOPUHTA 3alIUIIEHHOCTH WH(OPMAIMOHHBIX
pecypcoB, MpUHAAJICKAITUX OpraHaM (OpraHU3aNusIM) JIMOO HCIIOJIBb3YEMbIX UMH, U OCYIIECTBIIATH TaKOMN
MOHHUTOPHHT.

6. YcranoButh, uTto ¢ 1 guHBaps 2025 r. opranaMm (OpraHu3anysM) 3arpelaeTcs HCIO0JIb30BaTh
CpelCcTBa 3allUThl HH(OPMALMK, CTpaHAMU TMPOUCXOXKIEHUS KOTOPBIX SBIAIOTCS HWHOCTPAHHbBIE
rocy/apcTBa, coBepuiatomue B oTHomeHnn Poccuiickoit denepanuu, poCCUUCKUX FOPUIANYECKUX JIUIL U
GU3NYECKUX JIMI HEIPYXKECTBEHHBIC JCUCTBHS, JUOO TIPOU3BOAUTEISIMH  KOTOPBIX  SBIISIOTCS
OpraHu3aliK, HAaXOMAIMIMECs MOJ IOPUCIUKINEH TaKHMX MHOCTPAHHBIX TOCYIApCTB, MPSIMO WM KOCBEHHO
MOJKOHTPOJIbHBIE UM JINOO apPUIUPOBaHHbBIE C HUMH.

7. HacTtosumii Yka3 BCTynaer B CHIIy CO JAHS €ro OQHUIIMATIbHOTO Oy OIMKOBaHUS.

[Ipesunent Poccuiickoit deneparnu B. Ilytun

Mocksa, Kpemiib
1 mas 2022 roga
N 250
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